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(57) ABSTRACT

First datarelating to a selected file is obtained. Based upon the
first data it is determined if malware detection processing can
be selected. Malware detection processing of the file is
selected based upon said first data if it is determined that
malware detection processing can be selected based upon the
first data. If it is determined that, based upon the first data,
malware detection processing cannot be selected based upon
the first data, second data relating to the selected file is
obtained and malware detection processing of the file is
selected based upon said first and second obtained data. The
selected malware detection processing is applied to said
selected file. In an exemplary embodiment the first data is
metadata and represents a faster scan of the file, and the
second data is content of the file’s header and represents a
more in-depth scan of the file.

9 Claims, 4 Drawing Sheets
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1
MAILWARE DETECTION

TECHNICAL FIELD

The present invention relates to the detection of malware
and particularly, but not exclusively, to detection of malware
in which different methods can be selectively used to detect
malware in the processing of particular files.

BACKGROUND OF THE INVENTION

The term “malware” is short for malicious software and is
used as a term to refer to any software designed to infiltrate or
damage a computer system without the owner’s informed
consent. Malware can include viruses, worms, trojan horses,
rootkits, adware, spyware and any other malicious and
unwanted software. Any computer device, such as a desktop
personal computer (PC), laptop, personal data assistant
(PDA) or mobile phone, can be at risk from malware.

When a device is infected by malware the user will often
notice unwanted behaviour and degradation of system perfor-
mance as the infection can create unwanted processor activ-
ity, memory usage, and network traffic. This can also cause
stability issues leading to application or system-wide crashes.
The user of an infected device may incorrectly assume that
poor performance is a result of software flaws or hardware
problems, taking inappropriate remedial action, when the
actual cause is a malware infection of which they are
unaware.

Computer devices make use of anti-virus software to detect
and possibly remove malware. This anti-virus software can
make use of various methods to detect malware including
scanning data on the computer. Malware scanning generally
involves examining files for a virus fingerprint or “signature”
that is characteristic of an individual malware program.

The speed at which new malware is created and distributed
is increasing. As such, it is desirable that malware scanning
software is able to identify an increasing number of different
malware, while not making excessive demands on CPU con-
sumption. Additionally, the increasing number of different
malware increases the size of malware databases. For
example, on one estimate there were about 40 million unique
malware at the end of 2010. If each malware signature has a
size of just 50 bytes, the total disc space required to store the
resulting malware signature database is 200 MB. Given that
the growth in number of malware is presently about exponen-
tial, one would expect the size of the database to double every
year.

It has been proposed that so-called ‘white-lists’ of files
known not to include malware can be created and used to
optimise the malware scanning process. While, in some cases,
the use of ‘white-lists’ improves performance, their use
requires additional data storage thus worsening the data stor-
age problems described above.

Indeed, while various techniques have been proposed to
improve malware scanning efficiency, there is a need for a
method which can be used to effectively determine which
technique can be most effectively used to scan a particular
file.

SUMMARY

It is an object of the invention to provide further improve-
ments in malware scanning.

According to a first aspect of the present invention, there is,
provided a computer-implemented method of processing a
plurality of files to determine whether each of said files com-
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2

prises malware. The method is implemented in a computer
comprising a memory storing the plurality of files and a
processor. The method comprises selecting a file for process-
ing and obtaining first data relating to said selected file. It is
determined whether, based upon the first data, malware detec-
tion processing can be selected. Malware detection process-
ing to be applied to said selected file is selected based upon
said first data if it is determined that malware detection pro-
cessing can be selected based upon the first data. If it is
determined that, based upon the first data, malware detection
processing cannot be selected, second data relating to the
selected file is obtained and malware detection processing to
be applied to said selected file is selected based upon said first
and second obtained data. The selected malware detection
processing is applied to said selected file.

Thus, where first data is sufficient to allow malware detec-
tion processing for a particular file to be selected, malware
detection processing is selected based upon the first data.
However, where the first data is not sufficient to allow mal-
ware detection processing to be effectively selected, second
datais obtained, and malware detection processing is selected
based upon the combination of the first and second data.

Each of the first and second data may comprise one or more
data components. As such a determination may be made as to
whether processing can be selected based upon a plurality of
first data components, and if not, one or more second data
components may be obtained. It will be appreciated that if the
second data is insufficient to allow malware detection pro-
cessing to be selected, third data relating to the selected file
may be obtained to allow selection based upon the combina-
tion of the first, second and third data, and so on.

Obtaining the first data may take a first time, and obtaining
the second data may take a second longer time. In this way, it
is determined whether data which can be relatively quickly
obtained is sufficient to allow selection of malware detection
processing, with data taking a longer time to obtain being
obtained only if required. For example, the first data may be
obtained without reading the selected file. The first data may
comprise metadata associated with the selected file or may
alternatively be based upon parameters of the computer or
malware scanning operation. The second data may comprise
data read from the selected file, for example data read from a
header of the second file.

Before obtaining said first data, the method may further
comprise accessing stored data and determining whether said
stored data comprises data indicating malware detection pro-
cessing to be applied to said selected file. The stored data may
take the form of a cache, and data identifying the selected file
may be used as a basis for a lookup operation in the cache. If
it is determined that the stored data comprises data indicating
malware detection processing to be applied to the selected
file, the indicated malware detection processing may be
applied to the selected file. The first data may be obtained if
but only if it is determined that the stored data does not
comprise data indicating malware detection processing to be
applied to said selected file.

Selecting malware detection processing to be applied to the
selected file may comprise selecting one or more of a prede-
termined plurality of malware detection processing methods.
For example, a plurality of scanning engines may be provided
locally, and various remote malware detection processing
methods may also be provided. The selection of malware
detection processing can then take the form of selection of
one or more of the locally provided scanning engines and/or
selection of one or more of the remote malware detection
processing methods. Selecting malware detection processing
to be applied to the selected file may additionally or alterna-
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tively comprise selecting parameters associated with particu-
lar malware detection processing.

Selecting malware detection processing to be applied to the
selected file may comprise selecting a plurality of malware
detection processes to be sequentially applied to the selected
file. For example, the selection may comprise a first malware
detection process to be applied to the selected file and a
second malware detection process to be applied to the
selected file if the first malware detection process generates a
predetermined output. The predetermined output may be
based upon the presence or absence of malware as determined
by the first malware detection process.

Selecting malware detection processing to be applied to the
selected file may comprise selecting a plurality of malware
detection processes to be concurrently applied to said file. For
example the selection may comprise a first malware detection
process and a second malware detection process, and the
output of the malware detection processing may be based
upon one of said first and second malware detection processes
which first provides an output. That is, two malware detection
processes may be run in parallel, and the first process to
terminate may provide the output.

Selecting malware detection processing may comprise
determining whether to perform malware detection process-
ing.

The term ‘memory’ as used herein is intended to cover both
volatile (e.g. RAM) and non-volatile (e.g. disk) memory.

Aspects of the invention can be implemented in any con-
venient form. For example computer programs may be pro-
vided to carry out the methods described herein. Such com-
puter programs may be carried on appropriate computer
readable media which term includes appropriate non-tran-
sient tangible storage devices (e.g. discs). Aspects of the
invention can also be implemented by way of appropriately
programmed computers and other apparatus.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the present invention will now be
described, by way of example only, with reference to the
accompanying drawings, in which:

FIG.1is a schematic illustration of a network of computers
suitable for carrying out the invention;

FIG. 1A is a schematic illustration of a server of FIG. 1;

FIG. 2 is a flowchart showing processing carried out in an
embodiment of the invention;

FIG. 3 is a schematic illustration showing an order in which
data is obtained and processed in the processing of FIG. 2;
and

FIG. 4 is a schematic illustration of various malware detec-
tion processing.

DETAILED DESCRIPTION

Referring first to FIG. 1, a plurality of computers 1, 2, 3
each are provided with malware detection software to detect
files stored on the computer that are affected by malware. The
computers 1, 2, 3 are each arranged to communicate with the
Internet 4 and can communicate with other ones of computers
1, 2, 3 as well as with further computers via the Internet 4.
Communication between computers using the Internet allows
malware to be passed between computers and as such data
stored on a computer is generally processed using the mal-
ware detection software periodically to identify either new
files that are affected by malware or to identity files that have
been affected since previously scanning the data stored on the
computer using the malware detection software. A server 5 is
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arranged to communicate with each of the computers 1, 2, 3
and provides back-end malware detection software.

The back-end malware detection software may provide
various functionality. For example, the back-end malware
detection software may provide access to a centralised data-
base of malware signatures. Similarly, the back-end malware
detection software may provide access to a so-called ‘white
list’ of data identifying files known not to contain malware, so
as to make the processing of such files more efficient. Mal-
ware signatures and/or the whitelist may be periodically com-
municated to the malware detection software running on each
of'the computers 1, 2, 3 and in this way the malware detection
software running on each of the computers 1, 2, 3 may be
periodically updated so as to be able to detect newly identified
malware or to more efficiently process files known not to
contain malware.

In some embodiments, the back-end malware detection
software may be arranged to receive a request from malware
detection software running on one of the computers 1, 2, 3 to
perform particular malware detection processing. For
example, the malware detection software running on the com-
puters 1, 2, 3 may be configured to transmit certain files to the
back-end malware detection software for malware detection
processing, instead of processing such files locally at one of
the computers 1, 2, 3. Similarly, the malware detection soft-
ware running on the computers 1, 2, 3 may be configured to
transmit data identifying particular files stored on the com-
puters 1, 2, 3 and the back-end malware detection software
may be configured to receive the transmitted data and process
that transmitted data with reference to a stored whitelist to
determine whether the identified file is known not to contain
malware.

The back-end malware detection software may be further
configured to receive a request for particular code (e.g. a
script) which is then downloaded to one of the computers 1, 2,
3 so as to allow files stored on one of the computers 1, 2, 3 to
be scanned for malware using the particular code.

FIG. 1A shows the server 5 of the system of FIG. 1 in
further detail. It will be appreciated that each of the computers
1,2, 3 has the general architecture shown in FIG. 1A. It can be
seen that the server 5 comprises a CPU 5a which is configured
to read and execute instructions stored in a volatile memory
5b which takes the form of a random access memory. The
volatile memory 56 stores instructions for execution by the
CPU 5a and data used by those instructions. For example, in
use, the back-end malware detection software may be stored
in the volatile memory 54.

The server 5 further comprises non-volatile storage in the
form of a hard disk drive 5¢. Malware signatures and the
so-called ‘white list’ may be stored on the hard disc drive 5c¢.
The server 5 further comprises an 1/O interface 54 to which
are connected peripheral devices used in connection with the
server 5. The server 5 has a display Se configured so as to
display output from the server. Input devices are also con-
nected to the 1/O interface 5d. Such input devices include a
keyboard 5f, and a mouse 5g which allow user interaction
with the server. A network interface 5/ allows the server 5 to
be connected to an appropriate computer network so as to
receive and transmit data from and to other computing
devices such as the computers 1, 2, 3 of FIG. 1. The CPU 5a,
volatile memory 55, hard disc drive 5¢, /O interface 5d, and
network interface 54, are connected together by a bus 5i.

FIG. 2 is aflowchart showing processing carried out at each
of'the computers 1, 2, 3 to process a file to determine whether
the processed file comprises malware. In the following
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description reference is made to the computer 1, although it
will be appreciated that processing carried out by the com-
puters 2, 3 is analogous.

At step S1 a file is selected for processing. At step S2 a
check is made to determine whether a cache stored by the
computer 1 comprises data associated with the selected file
and indicating how the selected file should be processed to
determine whether the selected file comprises malware. Ifitis
determine that the cache stores data associated with the
selected file, processing passes to step S3 where the selected
file is processed based upon data obtained from the cache. For
example, the check of step S2 may be carried out with refer-
ence to a path of the selected file specified by a file system
running on the computer 1. In the event that the cache stores
data associated with the path of the selected file a further
check may be made with reference to an event log stored by
the computer 1 to determine whether any changes have been
made to the file stored at the determined path since the cache
data was stored. If no such changes have been made, the
cached data is used to determine how the selected file should
be processed. In alternative embodiments the check of step S2
may be based upon sectors of a disk occupied by the selected
file, the cache storing data with reference to particular sectors
of the disk.

If it is determined at step S2 that the cache does not store
data associated with the selected file, processing passes from
step S2 to step S4. Here data relating to the selected file is
obtained, and at step S5 a check is made to determine whether
the data obtained at step S4 is sufficient to allow a decision to
be made as to how the selected file should be processed for the
purposes of malware detection. If the check of step S5 indi-
cates that the obtained data is sufficient to allow a decision to
be made, processing passes to step S6 where processing to be
carried out is selected based upon the obtained data, and the
selected processing is then applied to the selected file at step
S7.

Ifit is determined at step S5 that the data obtained relating
to the file is insufficient to allow a decision as to the process-
ing to be applied to be made, processing passes to step S8
where further data is obtained, before processing returns to
step S5. In this way, steps S4, S5 and S8 represent a loop in
which various data relating to the file is successively
obtained, and after each piece of data is obtained a check is
made to determine whether sufficient data is available to
reliably determine how to process the selected file for the
purposes of malware detection.

The data obtained at steps S4 and S8 can take various
forms. In the successive obtaining of data, data which is
computationally relatively less expensive to obtain is
obtained before data which is computationally relatively
more expensive to obtain. Data relating to the selected file
may either be obtained by reading metadata associated with
the selected file, or by reading the contents of the selected file.
Data obtained by reading metadata associated with the
selected file is obtained before data obtained by reading the
contents of the selected file on the basis that accessing meta-
data is, usually, relatively computationally efficient.

Data obtained from the metadata associated with the
selected file may comprise data indicating the path at which
the selected file is stored or one or more timestamps associ-
ated with the selected file indicating, for example, when the
selected file was last created or modified. Data obtained from
metadata associated with the selected file may also comprise
data indicating a size of the selected file, its filename or its
extension. Additionally, the metadata associated with the
selected file may comprise permissions data, or data indicat-
ing a source of the file, either in terms of an address (e.g.
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6

URL) from which the file was downloaded or in terms of a
process which created the file.

Data obtained by reading the contents of the selected file
can often be effectively obtained from a header of the file, and
can comprise data such as file type data. Additionally, data
may be read from the file indicating one or more digital
signatures associated with the file which may be useful in
determining whether the origin ofthe selected file is ‘trusted’,
such that a malware scan is not necessary.

The decision at step S5 as to whether sufficient data has
been obtained to select malware detection processing (and
indeed the selection of malware detection processing at step
S6) is additionally based upon data relating to the nature of a
malware scan being carried out and characteristics of the
computer 1.

In more detail, the processing of steps S5 and S6 may be
based upon the nature of the malware detection scan in that it
may relate to whether the scan is a scan performed on access
to a file or on demand. Data relating to a scan performed on
access to a file may be further based upon whether the scan is
being performed in response to application launch or a disk
read or disk write operation. Data relating to the scan may also
bebased upon whether the scan is being applied to a single file
or to a batch of files and to a security level set within the
malware detection software.

The data used at steps S5 and S6 relating to characteristics
of the computer 1 may be based upon network parameters
associated with the computer 1 including quality of service
parameters and bandwidth charges associated with network
usage. Additionally parameters based upon current CPU and/
or memory usage or other indicators of general system load
may be used. Characteristics associated with the identity of
the currently logged in user may also be used.

FIG. 3 is a schematic illustration showing an order in which
various pieces of data are obtained at steps S4 and S8. First, at
step S11, data relating to the computer 1 and type of scan is
obtained. If the data obtained at step S11 is insufficient to
allow malware detection processing to be selected, at step
S12, the metadata of the selected file is read. If the data
obtained at steps S11 and S12 is together insufficient to allow
malware detection processing to be selected, at step S13 data
associated with a file type of the selected file is obtained.
Subsequently, the file header is read at step S14 a hash of the
full file is obtained at step S15 while digital signature valida-
tion data is obtained at step S16, with data being acquired at
each step if but only if the previously obtained data is insuf-
ficient to allow selection of malware detection processing.

The most computationally easily obtained data of that
shown in FIG. 3 is that relating to the computer 1 and the type
of'scan being performed, as is obtained at step S11, while the
data which is most computationally expensive data to obtain
is that obtained at step S16. Similarly, the computational
complexity of obtaining data at each step of FIG. 3 is greater
than the complexity of obtaining data at each preceding step.
Such computational complexity may take the form of a num-
ber of CPU cycles taken to obtain and/or process the data, or
be based upon a quantity of data which need be read from a
disk. As described above, data associated with a particular
one of steps S12 to S16 is obtained only if data associated
with preceding steps is insufficient to allow malware detec-
tion processing to be selected. As such, data which is com-
putationally expensive to obtain is obtained only if required to
select malware detection processing.

FIG. 4 is a schematic illustration showing how obtained
data 10 is processed by selection logic 11 at step S6 of FIG. 2
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to select malware detection processing. In particular, FIG. 4
shows possible processing selections made by the selection
logic 11.

In more detail, it can be seen that the selection logic 11 may
determine, based upon the obtained data 10, that no scan is
required as indicated by a block 12. Alternatively, the selec-
tion logic 11 may determine that the selected file should first
be scanned locally using a particular scanning engine as indi-
cated by block 13, and that subsequently data associated with
the file should be transmitted to the server 5 for processing by
the back-end malware detection software indicated by block
14. The interrelationship between the scan of block 13 and
transmission to the server of block 14, indicated by an arrow
15, may vary depending upon the nature of the local scanning
and the nature of the processing by the server. For example, it
may be that if the scan of block 13 indicates that no malware
is found, this is sufficient to prevent further processing. Alter-
natively, it may be that the file is always transmitted over the
network as indicated by block 14 so as to allow further mal-
ware detection processing to be carried out.

The selection logic 11 may determine that a particular file
should be scanned by a first local scanning engine as denoted
by ablock 16, then scanned by a second local scanning engine
as denoted by a block 17, before being transmitted over a
network for processing by a server as denoted by a block 18.
The first and second local scanning engines can take various
forms, however the first and second scanning engines process
the file in different ways to determine whether malware is
present. Again, the relationship between the scans with the
first and second local engines (denoted by the blocks 16, 17)
and the transmission to the server (denoted by the block 18)
are represented by arrows 19 and 20, and can be such that
subsequent processing is carried out only if preceding pro-
cessing provides a particular outcome, or such that subse-
quent processing is carried out independently of the outcome
of preceding processing.

The selection logic 11 may determine that a particular file
should be processed in two different ways in parallel, for
example the selection logic may determine that a particular
file should be scanned by a local scanning engine, as denoted
by a block 21, and transmitted over a network for remote
processing at a server, as denoted by a block 22 in parallel. In
such a case the selection logic 11 may determine either that a
decision as to whether a file contains malware should be
based upon the outcome of both the local and remote process-
ing, or may alternatively determine that if one of the local and
remote processing indicate that the file does not contain mal-
ware, the other of the local and remote processing can end.

Similarly, the selection logic may determine that a particu-
lar file should be scanned by first and second local scanning
engines in parallel, as denoted by blocks 23, 24 and also
transmitted over a network for scanning at a server as indi-
cated by a block 25. Again, the selection logic may determine
either that all processing denoted by blocks 23, 24, 25 must
complete or may determine that an indication from the pro-
cessing of one of the blocks that no malware is present is
sufficient to declare that the file does not contain malware.

In some cases, the selection logic 11 may determine that
the only processing to be carried out is a query over the
network based upon data relating to the particular file, as
indicated by a block 26.

In some cases, the selection logic 11 may determine that,
first, a query should be carried out over the network based
upon data relating to the particular file, as indicated by the
block 27, and that subsequently local scanning with a particu-
lar scanning engine should be carried out as indicated by a
block 28.
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In some cases, the selection logic 11 may determine that
the file should be uploaded to a remote server over the net-
work for scanning, as indicated by a block 29.

It will be appreciated that the processing illustrated in FIG.
4 is exemplary. Indeed, as indicated by ellipses 30, other
processing may be selected by the selection logic 11. Whilst
various processing has been described with reference to FI1G.
4 as being carried out sequentially or in parallel it will be
appreciated that various parts of the described processing can
be combined in any convenient way.

Each of the local scanning engines referred to above can
take any suitable form. For example one local scanning
engine may be based upon virus pattern recognition methods,
another may use a whitelist of known clean files and another
may search for virus signatures. The selection logic 11, in
addition to selecting a local scanning engine to be used for a
particular file may also determine settings which the local
scanning engine is to use during scanning.

Where reference is made in the description of FIG. 4 to
performing a query over a network, such a query can take a
variety of different forms. For example, a lookup of a hash
generated from a particular file may be carried out or a com-
parison of some signature from the particular file may be
carried out. Alternatively, the query performed over the net-
work may take the form of a request for a script to be applied
to the file during malware scanning.

Examples of processing which may be selected by the
selection logic 11 for various files is now described.

Where the selection logic encounters a file of MS Word
which was created by a process “WinWord.exe”, it may be
determined that no scanning is required. Similarly, a file of
type MS Word created by FireFox.exe but downloaded from
the URL “mircrosoft.com” may not require scanning. Files
which are executable, but authenticate signed with a certifi-
cate from a trusted source also may not need scanning.

Where a file is small, for example an executable installed in
a user’s home directory, the scanning logic may determine
that it should be scanned locally with a first scanning engine
and that a query based upon the file should be performed
across the network in parallel. In the event that neither the
local scan or network query detect malware, then a further
scan with a second local engine may be carried out.

Where a file is a large archive file stored in the directory
“c:/windows”, as a first step a query may be performed across
the network based upon data obtained from the file on the
basis that it is likely that this file is clean and is included in a
white list stored at the server. In the event that the network
query fails to confirm that the file is clean, the file may
subsequently be scanned with one or more local scanning
engines.

Where a scan s carried out on a file stored on CD-ROM, the
selection logic may decide that, as a first step, a network query
should be carried out in order to avoid needing to read the
entire file from the CD-ROM, and thereby avoiding slow file
1/O operations.

Where an installer file is stored on a mobile device and is
being written to disk, and network bandwidth is limited, the
file may initially be scanned locally, and a network query may
be carried out only if the program is launched.

Where an attempt is made to access a file, but network
connectivity is unavailable, all local engines may be selected
by selection logic 11, and a user may be warned that network
scanning has not been possible due to the lack of network
connectivity.

Where a scan is to be carried out, but CPU load is high, the
selection logic may select a network query in preference to
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local scanning, so as to avoid further load on the CPU. How-
ever, in such a case scanning by local engines may be carried
out with low priority.

In some cases, the selection logic may be aware that only a
particular one, or a particular subset, of the locally provided
scanning engines is suitable for scanning a particular file type.
In such a case, the selection logic will select only the one or
more appropriate engines to scan the selected file for mal-
ware. Additionally, where an image file is to be scanned, the
selection logic may not transmit a hash of the image file over
the network on the basis that many image files are unique to an
individual user, and are therefore unlikely to be known to the
backend malware detection software.

It will be appreciated that various other selections may be
made depending on particular parameters associated with a
file to be scanned, network connectivity, and CPU load.

It was described above, with reference to step S2 of FIG. 2
that a check is carried out to determine whether a file selected
from processing has previously been processed such that
cache data indicates how that selected file should be pro-
cessed. When a particular processing method is selected at
step S6 of FIG. 2, the cache data can be updated based upon
the selected processing. Data stored in the cache may have a
time for which it is valid, for example until the selected file is
modified, until the computer is rebooted, or for a particular
period of time e.g. 24 hours.

Referring again to FIG. 2, although steps S5 and S6 are
shown as separate steps, it will be appreciated that in some
implementations the processing of steps S5 and S6 is com-
bined such that an attempt is made to select malware detection
processing based upon the available data, and if successtul the
selected malware detection processing is applied, while if
unsuccessful further data is obtained.

Although specific embodiments of the invention have been
described above, it will be appreciated that various modifica-
tions can be made to the described embodiments without
departing from the spirit and scope of the present invention.
That is, the described embodiments are to be considered in all
respects exemplary and non-limiting. In particular, where a
particular form has been described for particular processing,
it will be appreciated that such processing may be carried out
in any suitable form arranged to provide suitable output data.
Additionally, and as indicated above, whilst processing has
been described above as being carried out for individual files
in turn, various processing steps may be carried out for all
files before proceeding to further processing steps.

The invention claimed is

1. A computer-implemented method of processing a plu-
rality of files to determine whether each of said files com-
prises malware, where a plurality of malware detection pro-
cessing methods are available, the method being
implemented in a computer comprising a memory storing the
plurality of files and a processor, the method comprising:

selecting, by the processor, a file for processing;

inspecting, by the processor, said selected file to obtain first
data relating to said selected file;

determining, by the processor, whether, based on the first

data, a malware detection processing method can be
selected from said plurality of malware detection pro-
cessing methods and selecting a malware detection pro-
cessing method to be applied to said selected file based
upon said first data if it is determined that a malware
detection processing can be selected based upon the first
data;

if it is determined that, based upon the first data, a malware

detection processing method cannot be selected,
inspecting, by the processor, said selected file to obtain
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second data relating to said selected file, and selecting a
malware detection processing method from said plural-
ity of malware detection processing methods to be
applied to said selected file based upon a combination of
said first data and said second data;

applying said selected malware detection processing

method to said selected file.

2. A method according to claim 1, wherein obtaining said
first data takes a first time, and obtaining said second data
takes a second longer time.

3. A method according to claim 1, wherein said first data is
obtained without reading the selected file.

4. A method according to claim 1, wherein said first data
comprises metadata associated with the selected file.

5. A method according to claim 1, wherein said second data
comprises data read from the selected file.

6. A method according to claim 1, wherein before obtain-
ing said first data, the method further comprises:

accessing stored data;

determining whether said stored data comprises data indi-

cating a malware detection processing method to be
applied to said selected file;

if it is determined that said stored data comprises data

indicating a malware detection processing method to be
applied to said selected file, applying said indicated
malware detection processing method to said selected
file; and

obtaining said first data if but only if it is determined that

said stored data does not comprise data indicating a
malware detection processing method to be applied to
said selected file.

7. A method according to claim 1, wherein selecting a
malware detection processing method to be applied to the
selected file comprises selecting parameters associated with
the particular malware detection processing method.

8. A non-transitory computer readable memory carrying
computer program code comprising:

code for selecting a file for processing;

code for inspecting said selected file to obtain first data

relating to said selected file;

code for determining whether, based on the first data, a

malware detection processing method can be selected
from a plurality of available malware detection process-
ing methods and selecting a malware detection process-
ing method to be applied to said selected filed, based
upon said first data if it is determined that a malware
detection processing method can be selected based upon
the first data;

code for inspecting said selected file to obtain second data

relating to said selected file, and selecting a malware
detection processing method from said plurality of mal-
ware detection processing methods to be applied to said
selected file based upon a combination of said first data
and said second data if it is determined that, based upon
the first data alone, a malware detection processing
method cannot be selected; and

code for applying said selected malware detection process-

ing method to said selected file.

9. A computer apparatus for processing a plurality of files
to determine whether each of said files comprises malware,
the apparatus comprising:

a non-transitory memory storing processor-readable

instructions; and

a processor configured to read and execute instructions

stored in said memory;
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wherein said processor-readable instructions comprises

instructions configured to control the processor to at

least:

select a file for processing;

inspect said selected file to obtain first data relating to 5
said selected file;

determine whether, based on the first data, a malware
detection processing method can be selected from a
plurality of available malware detection processing
methods and selecting a malware detection process- 10
ing method to be applied to said selected filed based
upon said first data if it is determined that a malware
detection processing method can be selected based
upon the first data;

if it is determined that, based upon the first data, a mal- 15
ware detection processing method cannot be selected,
inspect said selected file to obtain second data relating
to said selected file, and select a malware detection
processing method from said plurality of malware
detection processing methods to be applied to said 20
selected file based upon a combination of said first
data and said second data; and

apply said selected malware detection processing
method to said selected file.
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